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1. Executive Summary
The Next Generation Single Window (NGSW) concept for trade and transport is proposed by the e-Freight
project as a means of integrating and unifying the many Single Window developments for dealing with regulatory
information management at both National and EU levels.
The goal is to provide a unified solution allowing:
•

business to submit regulatory information for both trade (customs) and transport, independent of mode
and transportation route, and

•

authorities to share information for policy implementation and particularly for the purpose of cooperation in security, safety and environmental risk management.

The NGSW concept combines single windows at both National and EU level. The Next Generation National
Single Window (NG NSW) is aimed at integrating and harmonising information exchanges performed by existing
National Single Windows (NSWs) within a Member State and at the same time present a single point where trade
and transport can lodge regulatory information, regardless of transport mode or route. The benefits of this are
threefold:
1. Businesses must only manage an interface with one system for all reporting requirements
2. Authorities using existing NSW-like systems are not affected, whilst authorities without a NSW
application are provided with access to such a system
3. Authorities are able to exchange information on EU and National levels, and with neighbouring
countries, to enhance safety, security and environmental risk management
In tandem with the NG NSW, a Next Generation EU Single Window (NG EU SW) is proposed to support the
central management of NG NSWs, facilitating the exchange of regulatory information on an EU level and offering
the capability of providing additional services to both EU and national authorities.
This paper provides an insight into the first year developments of the e-Freight project in this area. First, the
background and context to the NGSW proposals is given starting with an overview of current policies, practices
and associated challenges. Next we provide a description of the two main alternative designs considered, namely
a centralised approach and a distributed solution. An initial centralised prototype demonstration solution,
focusing on the maritime domain, is presented, along with lessons learned during its development and feedback
from users. Building on work in the demonstrator, the basis for a multimodal solution is presented reviewing the
roles of typical National Authorities and their current practices in regulatory information management. Finally,
the NG NSW concept is presented in more detail and design proposals for the development of a reference
solution in Latvia are outlined.
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2. Background and Context
2.1 Regulatory Compliance Complexity
Traditionally, trade was regulated through bilateral treaties between nations imposing high tariffs on imported
goods and restrictions on international trade. In the 19th century, the advantages of free trade became apparent
among western nations. The World Trade Organization was established in 1995 to promote free trade while
creating a globally regulated trade structure1. Transport regulations are mode specific, and cover particularly
safety, security and environmental protection issues.
Despite the importance of freight trade in most countries, representing a significant share of gross domestic
product (GDP), regulation still poses barriers to efficient trade, particularly when combined with transport
formalities.
Explosion of global trade in the last decade has resulted in increased complexity of regulation. Freight trade and
transport related authorities have established an extensive range of agency-specific and country-specific
regulatory requirements for international trade and transport with little coordination amongst each other, at
national, European or international levels2. A cross border shipment typically involves 35 documents exchanged
between 25 parties. There are more than 600 laws and 500 trade agreements to be considered. Even describing
commodities according to applicable standards (e.g. Harmonized Tariff Schedule) is a tedious and costly exercise.
In summary, traders and transport operators are faced with a complex set of duplicative and redundant reporting
requirements and related systems (forms, data models, messages, software applications, etc.). Consequently,
businesses are forced to develop and maintain interfaces with many different systems to manage compliance
with different national systems3. Ship, port and logistics operators and national administrations have to develop
several adaptors (often with limited useful life) to integrate with the plethora of different systems they encounter
in their day to day operations. This adds significant costs to all parties, both in financial terms and in terms of
problems in managing timeliness and accuracy of reporting data. SMEs are particularly affected by this situation
because they need access to information systems that are often closed and different from country to country and
for different authorities.
Regulatory compliance complexity has become more acute in recent years with the requirements for advance
trade and transport notifications for security purposes, and business requirements for improved interoperability
between stakeholders in international supply chains.

2.2 The Broad EU Policy Context
EU policy addressing regulatory information management for trade and transport spans different perspectives. In
the broader context of the Lisbon Strategy, e-Freight is closely related to the European e-business initiative which
was set up in response to the Lisbon objective that the EU should become the most competitive knowledge-based
society in the world by 2010. Establishing an efficient trans-European transport network (TEN-T) is a key element

1

http://www.wto.org/
Regulatory Framework for Maritime and Intermodal Transport – SKEMA Report http://www.eskema.eu/defaultinfo.aspx?areaid=26&index=1
3
Kyeongrim Ahn, Keunyoung Youn & Sunho Park, "The Study of Interface Standard for Single Window System," ncm, pp.824828, 2009 Fifth International Joint Conference on INC, IMS and IDC, 2009
2
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in the re-launched Lisbon strategy for competitiveness and employment in Europe. Importantly the 2011 white
paper includes as goal 5 ‘an EU wide multimodal TEN-T ‘core network’ by 2030 and a corresponding set of
information services.
A special dimension of competitiveness strategy is support for SMEs which in the EU represent 99% of businesses,
and are a key driver for economic growth, innovation, employment and social integration. The EU is helping SMEs
to develop and promote their international activities and facilitating the access to international markets.
Internationalisation also means awareness of standards and compliance certification processes. Actions are
carried out to improve the participation of SMEs in the European standardisation process as well as to promote
the use of standards facilitating access to the Single Market. Easy integration of SMEs into transport networks and
reporting systems is therefore an important issue for Single Window developments.
EU policy for Sustainable Transport (Keep Europe moving – Sustainable mobility for our Continent (COM 2006,
314) includes ‘encouraging and increasing co-modality and decongesting transport corridors’: development of
sustainable, innovative, intermodal and interoperable regional and national transport and logistics networks,
infrastructures and systems in Europe; cost internalisation; information exchange between vehicle/vessel and
transport infrastructure; optimisation of infrastructure capacity; optimal use of modes individually or in
combination (co-modality) to encourage energy efficient means of transport. Promotion of transparency of the
environmental performance of transport solutions, particularly across different corridors, could be supported by
NGSW concepts. Furthermore, initiative 26 of the new white paper 2011: ‘a regulatory framework for innovative
transport’ is likely to add new requirements to NGSW.
The EU i2010 Strategic Framework stresses the critical role of ICT for productivity and innovation, and anticipates
a new era of e-business solutions, based on integrated ICT systems and tools. In this context, e-Freight can be
seen as an initiative to promote e-government4 and e-business5 developments in the freight logistics and
transport sector.

2.3 The EU e-Freight Policy Context
The specific policies that are driving the work reported in this paper arise from the Freight Transport Logistics
Action Plan COM (2007) 607, and the following specific actions:
•

Work towards a standard for information flows to ensure the integration and interoperability of
modes at data level and provide open, robust data architecture primarily for business-toadministration and administration-to administration data flows. ·

•

Mandate work on a standard data set to describe freight, including for regulatory requirements (while
taking into account the current requirements for hazardous goods, live animals, etc.) and technologies
such as RFID.

•

Establish a Single Window (single access point) and one stop-administrative shopping for
administrative procedures in all modes.

4

e-Government also known as e-gov, digital government, online government refers to the use of internet technology as a
platform for Administrations to exchange information, providing services and transacting with citizens, Businesses (A2B),
and other Administrations (A2A).
5
eBusiness (electronic business) is, in its simplest form, the conduct of business on the Internet. It is a more generic term
than eCommerce because it refers to not only buying and selling but also servicing customers and collaborating with
business partners (B2B) and administrations (B2A).
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Initiative 7 of the new 2011 white paper, “Multimodal transport of goods: e-Freight”, highlights the creation of
the appropriate framework to allow the tracing of goods in real time, to ensure intermodal liability and to
promote clean freight transport:
•

Put in practice the concepts of ‘single window’ and ‘one-stop administrative shop’; by creating and
deploying a Single Transport Document in electronic form (electronic waybill), and creating the
appropriate framework for the deployment of tracking and tracing technologies, RFID etc.).

•

Ensure that liability regimes promote rail, waterborne and intermodal transport.

Related EU transport policies include:
1. The Action Plan for the Deployment of Intelligent Transport Systems (ITS) in Europe COM(2008) 886 Identification of ITS services to be deployed in support of freight transport (e-Freight) and support for the
wider deployment of an updated multimodal European ITS Framework architecture for intelligent
transport systems
2. Modernisation of Customs Code Regulation (EC) No 450/2008 and the e-Customs initiative (70/2008/EC)
3. The Community ‘vessel traffic monitoring and information system’ Directive 2009/17/EC to guarantee
that all Member States will be interconnected via the Community maritime information exchange system
SafeSeaNet (SSN), in order to obtain a complete overview of the movements of ships and dangerous or
polluting cargoes in European waters
4. Communication and action plan with a view to establishing a European maritime transport space without
barriers COM(2009) 10/2 and related Directive 2010/65/EU (repealing Directive 2002/6/EC) on reporting
formalities for ships arriving in and/or departing from ports of the Member States.
5. The European Border Surveillance System (EUROSUR), SEC (2008) 151, 152 13.2.2008 and the integration
of maritime surveillance: A common information sharing environment for the EU maritime domain,
COM(2009)538
6. Harmonisation of River Information Services (RIS) on inland waterways in the Community (Directive 2005/44/EC)
7. Technical specification of interoperability (TSI) relating to telematics applications for rail freight(EC) No
62/2006
8. Framework for the deployment of Intelligent Transport Systems in the field of road transport and for
interfaces with other modes of transport Directive 2010/40/EU
9. Action Plan on Urban Mobility an Mobility Action Plan, 2009 COM(2009) 490 Optimise urban logistics
efficiency, improving the links between long-distance, inter-urban and urban freight transport, aiming to
ensure efficient ‘last mile’ delivery
10. Transport related statistics with data collections are based on legislation applied by EU Member States for
each mode6. Statistics on trade of members states including classifications of countries and products.
In the context of developing a Next Generation Single Window concept, all the aforementioned policies create
key requirements for information exchange between different stakeholders. Particularly important is ensuring
that the e-Customs and Maritime Single Window developments7 (addressing policies 3-6 above) are integrated in
the NGSW concept.

6
7

http://epp.eurostat.ec.europa.eu/portal/page/portal/transport/legislation
http://www.eskema.eu/defaultinfo.aspx?areaid=44&index=2
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2.4 UN/CEFACT Single Windows
The concept of a Single Window (SW) was introduced by the United Nations Centre for Trade Facilitation and
Electronic Business (UN/CEFACT) to enhance the efficient exchange of information between trade and
government8. The motivation was to support Supply Chain Management by minimising trading cost and making
lead times shorter and more predictable. According to UNECE (United Nations Economic Commission for Europe),
a Single Window is defined as9:
“A facility that allows parties involved in trade and transport to lodge standardized information and
documents with a single entry point to fulfil all import, export, and transit-related regulatory requirements.
If information is electronic then individual data elements should only be submitted once.”
National Single Windows have been developed in many countries10 since the beginning of the 1990s. Common
features include:
1. Combining electronic import/export clearances (Customs) and port clearances
2. Use of EDI, UN/EDIFACT and UN LOCODE standards
3. For import procedures, the key benefit is reduction in cargo release time and paperwork cost, as well as
improved accuracy of information
4. For port related procedures, messages are sent once resulting in reduced communication and personnel
cost and improved data quality
5. The key success factor is co-operation between the parties that are responsible for cargo logistics and
customs and for transportation safety, security, and environmental issues.

2.5 EU Single Window Initiatives
Two initiatives backed by EU directives are currently important to align with the NGSW concept. These are:
1. e-Customs Single Windows facilitating trade under the Modernised Customs Code Programme
2. Maritime Transport Single Windows mandated by the new ship formalities directive (3) and extending the
requirements of the VTM directive(2).

2.5.1 e-Customs Single windows
In the context of the European e-Customs and the Modernised Customs Code programme (initiative coordinated
by DG TAXUD11), Single Windows are foreseen to enable economic operators to lodge electronically and once only
all information required by customs and non-customs legislation for EU cross-border movements of goods.
National Single Window systems for customs are to be developed in all Member States which should be
interoperable between themselves and with EU centrally-managed systems. In line with this, the Single
Administrative Document (SAD) provides the documentary basis for standardised and unified customs
declarations in the EU and in Switzerland, Norway and Iceland.
From 1st January 2011, an Import Control System (ICS) is mandatory in all EU Member States and is intended to
help increase the security of the global supply chain. A key element to the new rules is the responsibility of
carriers to give information, supplied by the forwarder/shipper, to the respective national authorities. An ICS
8

http://www.unece.org/cefact/
UNECE (UN/CEFACT) Recommendation No. 33, “Recommendation and Guidelines on establishing a Single Window”,
ECE/TRADE/352, pp. 3 (2005)
10
http://www.unece.org/cefact/single_window/sw_cases
11
http://ec.europa.eu/taxation_customs/customs/policy_issues/e-customs_initiative/index_en.htm
9
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requires that an electronic Entry Summary Declaration (ENS) is submitted to the first customs Office of Entry in
the EU, prior to any cargo entering or transiting the EU. A security risk assessment must also be undertaken using
agreed EC risk profiles. Also from 1st January 2011, the EMCS (Excise Movement and Control System) became
compulsory for monitoring movements of excise goods under suspension of excise duty within the EU (i.e. goods
for which no excise duties have yet been paid).
2.5.2 Maritime Transport Single Windows
In the maritime transport sector, in parallel to the trade related use of Single Windows, the concept of a Single
Window has been used for some time now. Initially, Port Single Windows were implemented to facilitate Port
State Control reporting and to provide a national maritime traffic database. More recently, National Single
Window (NSW) implementations provide a single national interface for mandatory reporting by ships in European
waters in compliance with the "VTM Directive". These National SSN applications are regarded as a kind of
maritime National Single Window. Finland is a pioneer in the deployment of this kind of national infrastructure
implementing the Single Window concept: the Finnish system PortNet has been operational since 1993. PortNet
provides direct input to SSN without involving any other actors. The system receives 40,000 port call notices and
70,000 cargo notices annually.
Development pathways of NSWs for maritime transport differ from country to country but invariably are linked
to Port Single Windows which in turn are increasingly linked with Port Community Systems (PCSs). The new
Directive on reporting formalities for ships, which requires all Member States to provide National Single Windows
for maritime transport, has created a new impetus to developments in this area, a key dimension of which is
cooperation at both EU and international level. With the recent trend of establishing National Port Community
Systems such as PORTBASE in Netherlands, the role of PCSs in the development of NGSW becomes more
important.

3. The Next Generation Single Window Challenge
The Single Window is a concept for overcoming inefficiencies in mandatory reporting and associated regulatory
control processes in trade and transport. The two main Single Window development streams outlined in the
previous section, namely SWs for trade facilitation (eCustoms) and SWs for transport (for monitoring vehicle and
cargo movements) have been developing independently over the last twenty years (with the latter being
developed particularly by maritime authorities).
The current situation is therefore characterised by multiple developments at national level serving the specific
interests and strategies of different countries, and at EU level serving the implementation of different EU policies.
Particularly important are mode-specific interoperability standards: the TAF/TSI initiative12 provides the European
Commission approved specifications for interoperability for telematic applications for freight specified by the
railways and the River Information Services13 (RIS) standards are used to ensure compatibility and interoperability
between current and new RIS systems at European level and to achieve effective interaction between different
information services on waterways.
Recently, there is increased recognition that it is both feasible and necessary to consider ways for improving
interoperability between the many Single Window-like systems that now exist or are under development at
12
13

International Union of Railways http://www.uic.org/spip.php?rubrique882
Directive 2005/44/EC on harmonised river information services (RIS) on inland waterways in the Community
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national, EU and international levels. The e-Freight challenge is to establish a coherent framework bringing order
to the highly fragmented landscape in the field of regulatory information management for trade and transport.
Key influence factors are:
1. Supporting the implementation of all related EU policies described in section 2
2. Facilitating regulatory information exchanges across modes and authorities
3. Facilitating visibility of statistics for transportation CO2 footprint and other sustainability indicators
4. Managing the highly dynamic nature of changes in regulatory requirements and support applications

3.1 Requirements
The requirements of the three key stakeholders in Regulatory Information Management14 can be summarised as
follows:
1. Business (trade and transport) needs to:
a. provide regulatory information in standard format irrespective of destination and mode
b. submit information electronically, ideally extracted automatically from operational processes
c. easily manage changes arising from new regulations
2. National Authorities need to:
a. enforce regulations efficiently
b. co-operate with authorities in different countries
c. easily manage changes arising from new regulations
3. The EU needs to support the implementation of policy and therefore to facilitate the above requirements

3.2 Alternative Design Approaches
To address the requirements outlined in the previous section, two design approaches were considered. These
represent the two classical alternatives of centralised versus decentralised solutions.
The centralised approach is based on a common application for mandatory reporting hosted at an EU level (called
the ‘EU Single Window’). Each Member State hosts a National Single Window which receives information from the
central EU Single Window and facilitates the sharing of information between authorities. This approach has the
benefit of a true, centralised Single Window interface for reporting. The control of the application is centralised,
allowing the EU to implement policy directly. The key advantage is easy maintenance particularly in relation to
regulatory and policy change. Additional benefits relate to managing security and quality of data but such issues
involve both technical and organisational considerations which complicate the situation.
In the decentralised approach, the common reporting interface is relocated from the centralised application to
the distributed national applications, shifting control of the application from the EU to Member States. The main
advantage is that it avoids relying on a single physical computer system which becomes a single point of failure.
There are many options for distributed version control, ranging from peer to peer synchronization to centralized

14

Regulatory Information Management is one of the key top-level processes in the e-Freight Framework
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control of the changes . To maintain central policy implementation, an EU Single Window was conceived as a set
of services which maintain and support the distributed applications.
In order to increase our understanding of the way the user community would react to the two alternatives, the
centralised design (explained later in this section) was implemented as a prototype. This prototype demonstrated
the technical feasibility of the approach, providing direct control over policy / regulation implementation.
However, it soon became clear that this approach would not be acceptable to the business user community. The
main reason was that the single point of failure was seen inappropriate for the ‘mission critical’ nature of the local
systems currently controlling decisions affecting trade flow. Following a revaluation of the two options the
decentralised approach became the basis for the Next Generation Single Window concepts, which are described
in later sections. The key principles are that Policy implementation is managed centrally, but the reporting
application is distributed, allowing Member States control over the implementation.

4. Investigation of a Maritime National Single Window Solution
In order to clarify the integration perspective pursued by the e-Freight project, the requirements from the most
complex area – that of maritime transport – were analysed. By initially studying the requirements and challenges
arising from the Ship Formalities Directive, the strategy was to provide an example of unification and
harmonisation of reporting requirements through the development of a demonstrator prototype. The
demonstrator and results from trials are explained later in this section.

4.1 Ship Formalities and Information Flow Channels
The existing situation regarding reporting formalities for ships (administered by the Master or Ship’s Agent) has
arisen from a combination of Port State Control inspections, IMO FAL forms, the International Ship and Port
Security (ISPS) code, the VTM Directive (SSN Notifications) and customs (import /export) declarations. Although
the content of the forms is standardised there are several issues that need to be addressed:
•

The interpretation of “timing rules” - i.e. the requirements for the information which needs to be
submitted at 72, 24 and 2 hours before arrival may differ from state to state (in practice, combinations of
forms are often used);

•

There may be additional national or local port specific requirements that should be communicated
efficiently and accurately to the reporting party;

•

In many countries, ship formalities are still discharged manually and on paper. In other cases, information
is submitted electronically through various channels;

•

Authorities responsible for processing various forms and the associated “clearances” differ from country
to country and therefore the necessary flexibility must be built into interoperable solutions.

© e-Freight
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An overview of ship formalities and corresponding information flows is given in Figure 1.

Ship
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Reporting
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72h Pre-Arrival
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Customs Systems
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Port Notification
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Alert Notification
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PCS MOU Report

24h Pre-Arrival
Ship Pre-Arrival Security Information Form [ISPS]
IMO Cargo Declaration FAL2
IMO Crew List FAL5
IMO Passenger List FAL6
IMO Dangerous Goods Manifest FAL7
Waste Declaration
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2h Pre-Arrival
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IMO Ship’s stores Declaration FAL3
IMO Crew Effects Declaration FAL 4
Health Declaration

Departure
FAL 1,2,3, 5,6, 7
Ship’s Certificates

Other
Exceptions info
Incidents

Figure 1: Ship Formalities and Information Flow Channels

The following two electronic submission scenarios are currently used:
1. Ship formalities information is submitted to Port Community Systems from which the information is
passed to a National Port Authority for authorising entry or exit. The information is then passed to a
National maritime application from which the SSN notifications are handled; the PCS also handles
intercommunications for Custom clearance;
2. Ship formalities information is submitted to a National Maritime Single Window or National SSN
application acting as a Single Window for communications to both SSN and Customs.
In both cases, customs formalities are handled through submissions to customs systems via National Single
Windows or local Port Community Systems. With electronic submissions, information may be submitted through
an electronic message, such as a “Single Call Document” (e.g. BERMAN EDIFACT or XML), or entered directly into
an online web interface. The Single Call Document is similar to the SSN PortPlus Notification message that
combines in a single modular message the submission of information related to a number of reporting
requirements:
© e-Freight
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•

Pre-arrival notification at least 72 hours before the ship’s arrival in a EU port whenever the ship is eligible
for an expanded PSC inspection

•

Pre-arrival notification at least 24 hours before the ship’s arrival in a EU port

•

Arrival notification, upon actual arrival of the ship in a EU port

•

Departure notification, upon actual departure of a ship from a EU port

•

Notification of dangerous and polluting goods carried on board a ship bound for an EU port

4.2 Comparison of Different National Practices
An initial comparison of different national systems revealed the level of variation in the mapping from
information to authorities that a unified approach would need to deal with. Two representative examples are
given below:
4.2.1 Latvia
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Provided by Maritime Administration of Latvia

4.2.2 Ireland
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See attached document
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A full survey of practices in EU 28 will be carried out. What is important here is to recognise that national level
variations will be always there and therefore solutions must incorporate an understanding of the differences and
offer flexibility in integration of customised solutions.

4.3 Maritime National Single Window Demonstrator
At the end of its first year, the e-Freight project produced an early demonstrator, the objectives of which were to:
1. demonstrate proof of concept for the initial e-Freight ideas applied to regulatory information
management
2.

demonstrate the notion of e-Freight Framework + Platform for the development of e-Freight solutions

3.

elicit feedback from users

The demonstrator was implemented as a single EU level reporting application and two National Single Window
applications, one for Spain and one for Latvia, to highlight the differences in reporting for these two nations. The
most valuable outcome of the demonstrator was the feedback received, which has since been incorporated into
the latest designs for the Next Generation Single Window concept. The feedback can be summarised into several
categories:
•

Business case: What is the business case for using EU Single Windows? What are the costs and benefits to
reporting businesses?

•

Reliability and availability of infrastructure: What will happen if the central reporting facility is
compromised technically?

•

Reliability and ownership of data: Who owns the data if it is stored centrally on an EU level? What will
happen if the central reporting facility is compromised with regard to security?

•

Ownership and management: Who will be responsible for the ownership and management of a central
EU system?

Based on the above feedback and comments received from other parties, several key decisions were made which
influenced the NGSW designs:
•

There should be no centralised EU reporting application. Instead, the reporting interface should be a
distributed application

•

The e-Freight Platform should not impose run-time support. Whilst the Platform has the option of
providing run-time processing, the system should be designed such that SW applications are not
dependent on it

•

The focus for reporting and information exchange has shifted from a single central EU Single Window to
multi-modal National Single Windows in each Member State

•

To support this, central services for the management of changes to regulatory reporting specifications
must be introduced

•

An EU Single window is needed to provide central support for implementation of a standardised approach
to regulatory information management and to act as Single Window for information exchanges between
administrations.

© e-Freight
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5. Moving to a Multi-Modal Solution
The maritime domain has the most complex regulatory requirements for trade and transport and the
demonstrator served as a useful tool for showing how these varying requirements can be harmonised. However,
the objective of e-Freight is to develop a system which can facilitate management and sharing of regulatory
information across all modes. To achieve this, it was necessary to carry out an initial study of the varying
reporting requirements across different modes in different countries. Table 1 outlines typical National Authorities
and their current practices in regulatory information management. This forms the starting point for the design of
the “next generation” solutions.
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Table 1: Typical Current Regulatory Information Management Practices
National
Competent
Authority

Description

National
Maritime
Authority

Part of the Ministry of Transport;
Responsible for registering ships under the
National flag; registering, issuing and
approving Mariners’ documents;
SSN in cooperation with other authorities
inspect ships as required by the EU THETIS
Part of the Ministry of Transport; responsible
for licensing hauliers for national operations
and the wider EU community; carry out
border checks on licenses
Part of the Ministry of Transport; responsible
for managing railway operations within
country and maintaining agreements with
neighboring countries; register operators to
operate within country

Road
Transport
Authority
Railway
Authority

Documents Used
(or Regulatory
1
Submissions )
Documents relating to
registration of ships and
mariners;
SSN related information

Existing Systems

Interactions with
other Authorities

Technologies Used for
Interaction

National SafeSeaNet (SSN)
Application;
AIS; access to the
Coastguard

Port Authorities
Maritime security
agencies /
coastguard

Phone, email, regular
meetings
National SSN application is
often used by ports also

No documents required on
a journey by journey basis
other than presentation of
license at border
Submission 2h before
border crossing; Order
Acceptance; Consignment
Note

Database of Licensed
Operators, National ITS
Applications

Customs

Paper documents, fax,
email, phone

Central databases for all
Railway operations in
country and neighboring
countries; EU TAF/TSI
Systems; Accident
Management System
National RIS (River
Information Services)
systems (e.g. DoRIS in
Austria) although these
are predominantly
information sources and
navigational tools rather
than regulatory
information management
applications
Export Control System;
Import Control System;
Transit Control System;
Customs ‘Single Window’
interface (web
application) for traders to
submit customs

Customs

Paper documents, fax,
email, phone
web interface for access to
databases

Customs

Paper documents, fax,
email, VHF radio;
Electronic submission
systems currently under
development

Food and
Veterinary
Services; Road
Transport
Directorate;
Railway Authority;
Port Authorities;

Notifications of special
requirements to Food and
Veterinary happen
manually, either through
phone or email. However,
these happen very late, if at
all.

Inland
Waterway
Authority

Part of the Ministry of Transport; responsible
for managing national waterways, flood
control, and providing the national River
Information Services system

Dangerous Goods
Declaration

Customs

Part of the Ministry of Economics / Finance,
under Revenue Services. Responsible for
control of goods crossing borders with EU
and non-EU countries and goods in transit
through the country; Provide clearances for
import and export control; Liaise with related
authorities to carry out special inspections

Export Summary
Declaration; Import
Summary Declaration;
Transit Summary
Declaration; Entry
Summary Declaration; Exit
Summary Declaration;
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Border
Control

Coast Guard

Food and
Veterinary
Services

(e.g. Dangerous Goods, Food, Veterinary);
Responsible for registering EORI numbers;
assign Movement Reference Numbers for
cargo within country; register trader
Guarantees
Part of the Ministry of Interior; responsible
for control of immigration; control and
inspection of border-crossing operations;
responsible for checking radiation levels of
cargo
Under the jurisdiction of the Military; part of
multi-institutional response team for ship
security alerts; safeguarding coastal security;
Co-operating with Maritime Authority for
giving approval prior to ships entering
national ports;
Part of the Ministry of Agriculture;
responsible for control of certain categories
of consignment, including veterinary, phytosanitary, and animal and non-animal origin
food stuffs

Security
Police

Part of the Ministry of Interior; main
institution for transport security; gathers
intelligence to assess possible threats and
responds accordingly

Health
Inspectorate

Part of the Ministry of Health; responsible for
inspecting ships and issuing health
certificates

© e-Freight

IMO Ship Stores
Declaration (FAL 3); IMO
Crew’s Effects Declaration
(FAL 4)

information for cargo;
Guarantee Management
System

Agriculture Support
Services

Data exchange agreement
with Agriculture Support
Services for checking AGRIX
licenses

IMO Crew List (FAL 5);
IMO Passenger List (FAL 6)

National SafeSeaNet (SSN)
Application; National
Database System; some
links with European
Interpol system;
National SafeSeaNet (SSN)
Application; AIS system is
also integrated with SSN

Customs, Port
Authorities,
Railway Authority

Phone, fax, email

Port Authorities

SSN system is often used by
ports also

National Databases;
TRACES (EU system for
veterinary information)

Customs

Phone, fax, email

Security Police Systems
and Databases – many are
classified or restricted
access

All authorities

Database

Port Authorities

Information can be
requested or received via
any means: phone, email,
etc. For classified
information, special
encrypted channels are also
available
Inspections arranged with
Ship Agent via phone or
email; liaise also with Port
Authorities to facilitate
inspections

Dangerous Goods
Declaration; 72h PreArrival Notifications; 24h
Pre-Arrival Notifications

Currently no special
documents submitted, but
there are a number of
certificates which are
issued by this
organization. In future, to
implement a document for
declaring these types of
goods in advance, in line
with an EU initiative
No requirements for
transport to report to this
authority. Information is
requested from different
authorities if there is
possibility of a security
threat
Certificate of Health
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Port
Authorities

Normally under the jurisdiction of the local
City Council; responsible for communicating
with vessels, controlling port operations,
collecting ship formalities, authorizing berths
and overseeing loading/unloading of cargo

State
Emergency
Medical
Service

A service provided by the Ministry of Health
which can deal with medical emergencies
(e.g. evacuation of a sick person from a ship);
service required if sick person crosses border

72h Pre-Arrival; 24h PreArrival; IMO FAL Forms 16; Pre-Arrival Security
Notification; Waste
Declaration; Declaration of
Health; Dangerous Goods
Declaration
No documents –
emergency response
(incidents later logged in
database)

Port Community System;
AIS; VTS

Health
Inspectorate;
Coastguard;
Customs

Paper documents, fax,
telephone

National database

Maritime
Authority, Railway
Authority, Road
Authority, Border
Guard, Coast
Guard, Security
Police

Any authority may alert the
service of an incident via
any means possible; phone,
email, radio etc.

1. Some important observations:Information sharing between authorities in a specific country is dictated by National Law. Information sharing between
authorities in different EU countries is also constrained by national legislation. For instance national legislation on data confidentiality may prevent passing
information to a different state
2.

Dangerous goods declarations are a common reporting requirement for all modes. Such information is very important in managing the response in cases
of accidents. Therefore Single Windows can play an important role in this area.
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6. Next Generation Single Window Developments in the e-Freight
e
Project
6.1 The NG SW Concept
The Next Generation Single Window concept is depicted in Figure 2.

Figure 2: The NG SW Concept

The basic principles are as follows:
1. Business submits regulatory information using a standard data model - called the Common
Reporting Schema (CRS) - to Next Generation National Single Windows (NG NSW) using a
standardised reporting application (which
(which may be centralised or distributed within a Member
State) called the Common Reporting Gateway (CRG);; they also receive related response messages
from authorities through the CRG.
2. The NG NSW is comprised of two components, the Common Reporting Gateway
Gatewa (CRG) and
Information Exchange (IE). Both components can be updated from a central module of the Next
Generation EU Single Window (NG EU SW).. When regulatory requirements and policies change,
the changes to CRG and IE components are handled by the Manage
e Regulatory Information
Changes module of the NG EU SW.
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3. The Common Reporting Gateway presents a common standardised reporting interface to business
and relays regulatory information to the Information Exchange, which facilitates the exchange and
sharing of information between Authorities within and across Member States, and with EU level
systems.
4. A NG NSW system can be produced by any Member State by integrating the CRG and IE
components with existing National Authority systems using the e-Freight Platform.
5. The NG EU SW also holds a Central Register of CRGs which acts as an address book for businesses
to locate reporting locations. The register also manages new NG NSW systems and updates to
contact details.
6. A central EU Information Exchange acts in much the same way as the IE by facilitating the
exchange and sharing of regulatory information on an EU level to support co-operation in safety,
security and environmental risk management.
7. Via the EU Services and Databases module, the NG EU SW may provide services (e.g. the provision
of statistical information to authorities or business) as well as databases, such as an EU ships
database or a database of registered operators within the EU.
8. The Manage Regulatory Information Changes module will be hold central specifications for the CRG
and IE applications as part of the e-Freight Framework, incorporating the required interfacing to
‘standard’ process models under development by TAXUD for e-Customs, and EU information
sharing models (e.g. European Border Surveillance System - EUROSUR). This means that any
changes in regulations and related practices will be captured and transformed into updated NG
NSW solutions.

6.2 Next Generation National Single Windows
In this section, we present a more detailed overview of the Next Generation National Single Window
proposal and introduce designs for the reference solution which will be developed for Latvia. The reference
solution is an application template which represents the recommended e-Freight “best practice”
implementation for a NG NSW. An implementation will be piloted in Latvia with the hope that the model
will be adopted across other Member States in the future.
A National Single Window could be described as a single system, existing at a National level, which accepts
certain information as input and makes it available to various different stakeholders. For example, in
current parlance, a Maritime National Single Window is a system which accepts information from
businesses in the maritime domain and presents it to administrations responsible for the regulation of that
domain within that Member State, such as Port Authorities and National Maritime Authorities. Similarly, a
Customs National Single Window is a system which acts as a single point of entry for all goods related
information. As we have seen, many Member States have already developed, or are in the process of
developing, these kinds of National Single Window systems.
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The main problem with the current situation is that there is little or no information exchange between
these national systems. Authorities which do not have a Single Window system for their area of jurisdiction
do not have free access to other Authorities’ systems and so are forced to liaise with them via telephone
and email, which is inefficient and time consuming. Important information is often received very late or
missed altogether. Similar problems occur between authorities in neighbouring countries.
Figure 3 below outlines the key components of the proposal for a Next Generation National Single Window.
Each component is described in more detail in Table 2. The e-Freight NG NSW proposal differs from current
NSW implementations in two key ways. Firstly, it constitutes a single point of entry for all transport logistics
regulatory information in a Member State, regardless of mode or transport route. Secondly, it facilitates
the exchange and sharing of information between national authorities and administrations within the
Member State and with neighbouring countries, a practice which, at present, does not occur in an efficient
or useful way.

Figure 3: Next Generation National Single Window Top Level Conceptual Model
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Table 2: NG-NSW Components
Component
NG NSW

Common Reporting Gateway

Information Exchange

Business

Authorities

EU Systems

Description
This component delineates the functional boundaries of the NG NSW.
The NG NSW concept consists of two main components
• A Common Reporting Gateway (which can use a centralized or
distributed architecture – see Figure 4 for further details)
• An Information Exchange module
and has the following external interfaces
• Transport Business
• EU Level Systems
• (National) Authorities
• NG NSWs in neighbouring Member States
The Common Reporting Gateway (CRG) is a module which accepts
regulatory information in the standardised format defined by the
Common Regulatory Schema (CRS) and carries out validation on the
data. These processes are defined in the Framework and any changes in
standards are automatically propagated down to CRG applications by
updating the process models stored in the central NG EU SW. In this way,
all CRGs are ‘synchronised’ to provide a standardised common reporting
interface across all countries and modes.
This module facilitates information exchange between authorities, EU
systems and other NSWs:
• Authorities receive notifications and declarations as part of
normal transport operations
• Authorities give clearances and approvals to business based on
these notifications
• Authorities may also input additional information, such as alerts
relating to security or environmental issues
• Information can be passed automatically from authority to
authority, or between Member States’ NG NSWs
• Notifications to EU systems (such as SafeSeaNet) are generated
• Information can also be obtained from EU systems (e.g.
inspection information from THETIS)
• The data from these multiple sources is fused and extra
notifications and alerts are generated and sent to authorities
This component represents the set of all parties who are obliged to
submit information for the purposes of transport and customs regulation
(e.g. parties such as ship agents, masters of vessels, consignors and so
on)
This component represents the set of all administrations and authorities
within a Member State who are responsible for transport and customs
regulation.
This component represents all existing and future EU level systems (e.g.
SafeSeaNet) which receive information regarding transport and customs
from Member States.

As explained in Table 2, the CRG has the option of being deployed in a distributed manner. Figure 4 shows
how this distributed Common Reporting Gateway is realised. In this situation, the NG NSW retains a central
core in the form of the Information Exchange module but has more than one instance of the CRG. This
flexible solution allows local entry/exit system operators (e.g. PCSs) to maintain control of the interaction
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with businesses, which might be important for providing value added services. In this case,
ca the CRG is
provided by e-Freight
Freight as a standard component for reporting to authorities, which can be integrated with
legacy systems, such as PCSs.

Figure 4:
4 Central and Distributed Configurations of the CRG

This approach means that local system operators are less reliant on a central interface node but a common
interface for reporting, which is updated automatically through the NG EU SW, is still available to business.
The recommended CRG configuration is to have just one central CRG, which will be the default case where
no existing local systems are in place. Equally, both configurations can be employed simultaneously. This is
demonstrated graphically in Figure 4.
The combination of the Information Exchange and one or more CRG modules constitutes a Next Generation
National Single Window. The level of distribution of the CRG can be decided by each Member State but for
the reference solution in Latvia, a fully centralised CRG model will be used (left-hand
(left hand side of Figure 4).

6.3 NG NSW Reference Solution
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The reference solution, which will be developed for Latvia, is comprised of the two template applications:
the Common Reporting Gateway (CRG) and the Information Exchange (IE). Component models for these
two applications are presented below in Figures 5 and 6.

Figure 5: Common Reporting Gateway Component Model

The CRG is an application which is best hosted centrally along with the IE by an organisation within the
Member State. It has connector components to communicate to business systems and the Information
Exchange module. This centralised model is preferred because businesses are presented with a single
reporting point per country. However, to be flexible, the CRG has been designed to be entirely independent
of the IE application so that multiple applications can be distributed throughout the Member State if so
desired. For example, a port may operate a CRG independently of the central application. In this case, the
CRG is integrated in the PCS and sends information both to the central IE application and to the local legacy
system through an adapter.
To maintain the independence of the CRG, and to ensure reliability of data in the NG NSW system, the
centrally operated IE application hosts the regulatory information database. Each CRG has a local database
to allow users to save “draft” submissions, but all data is stored centrally in each Member State once
submitted. The CRG therefore also has functionalities which fetch and update data in the central IE
database.
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The IE application is the core of the NG NSW, allowing regulatory information to be received, processed and
distributed intelligently and efficiently through a variety of communication modes (e.g. web services,
electronic messaging, email, SMS) which interact with existing and future Authority systems through the
Authorities Connector component.
At the core of the application is a database which accumulates all information submitted for transport
regulation. System modules then analyse and distribute the information to EU level systems and National
Authorities, as well as NG NSWs in neighbouring countries, if appropriate agreements are made.

Figure 6: Information Exchange Component Model

The IE also receives information from other sources; internal and external authorities, traffic, cargo and
infrastructure monitoring systems, and from EU level systems. This information is combined with the
information from business and intelligently analysed through data fusion and integration techniques. The
results of this process can be used to trigger alerts and notifications, and to assist with environmental and
security risk management. Finally, the data stored in the system can be presented to users. Access to data
is controlled by access rights, which are decided by the Member State.
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Together, the CRG and IE applications integrate tightly to form a centralised NG NSW. In e-Freight, a
reference solution will be piloted for Latvia. Figure 7 gives a graphical overview of the implementation,
highlighting examples of different users and modes of interaction with the NG NSW. In the diagram, the
CRG and IE are shown as a combined NG NSW system with Web App (web forms) and web service
interfaces. The diagram also demonstrates the different locations in which regulatory data resides.

Figure 7: Reference Solution Overview
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7. Conclusions
In this paper, we have presented the evolution of the proposed e-Freight Next Generation Single Window
concept from an initially centralised model to a more distributed model, taking into account current policy
and business requirements. Based on feedback received from consultations and demonstrations, the NGSW
concept has been refined into two components: the Next Generation EU Single Window and Next
Generation National Single Windows.
The centralised NG EU SW component offers support for the management of changes in regulatory
information requirements, including all relevant EU policies, e-Freight Framework standard messages, and
information exchange and sharing rules for co-operation at national and EU levels. It also provides a
register of NG NSW systems and is capable of providing extra services, such as statistical reporting or
databases (e.g. an EU ship database).
The NG NSW component can be developed by Member States and tailored to their individual needs by
composing services from two applications – the CRG and IE – and integrating them with existing systems.
The NG NSW design proposal has the following key benefits:
1. Businesses must only manage an interface with one system for all reporting requirements
2. Authorities using existing NSW-like systems are not affected, whilst authorities without a NSW
application are provided with access to such a system
3. Authorities are able to exchange information on EU and National levels, and with neighbouring
countries, to enhance safety, security and environmental risk management.
The development strategy for the NG SW within the e-Freight project involves:
1. Development of a reference solution of the NG NSW for Latvia scheduled for initial deployment
October 11
2. Development of the initial EU NG SW interconnected with the Latvian solution – December 11
3. Interconnection with existing systems for evaluation driven refinements (throughout 2012).
Interfacing with particularly Irish Maritime Administration, Via Donau, Finnish Transport Agency,
PORTBASE, SOGET, Port of Valencia, STENA, Acciona Trasmediterranea, Schenker and Jan de Rijk is
already part of the plan.
To promote reuse of the project outputs, both models and software produced will be made available in the
e-Freight knowledge portal: http://www.efreightproject.eu/knowledge/
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